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Windows Server 2012 R2 RDS Role Installation

Use the F1 button on any page of a ThinManager wizard to launch Help for that page.
Visit http://www.thinmanager.com/kb/index.php/Special:AllPages for a list of Knowledge Base articles.
Visit http://thinmanager.com/support/manuals/ to download any of the manuals.

Setup Remote Desktop Services

Starting with Windows Server 2012, it is highly advised that the server be part of a domain as the Remote
Desktop Services graphical configuration is only available to Domain Admins. This document will assume that
your new Remote Desktop Services Server is already part of a domain and you have credentials for a Domain
Admin user account.

It is possible for you to setup Active Directory for a stand-alone server, and make that server also a Domain
Controller. That setup is outside the scope of this document.

Steps:
Log into the Server with a Domain Admin account.

Run Server Manager.
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Click on Add Roles and Features.
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Click Next.

Before you begin

Installation Type

Server Selaction

DESTIMATION SERVER
WiN-2012R2-1.DG.LOCAL

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous | Install | | Cancel
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Select Remote Desktop Services installation, and then press Next.

DESTIMATION SERVER

Select installation type No servers are seleced.

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : ! . h
machine, or on an offline virtual hard disk (WVHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

ﬁ @® Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Deployment Type
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Select Quick Start, and press Next.

DESTIMATION SERVER

Select deployment type No sarves re selectad

Before You Begin Remote Desktop Services can be configured across multiple servers or on one server,

Installation Type
L ) Standard deployment

A standard deployment allows you to deploy Remote Desktop Services across multiple servers.

Deployment Scenario
Server Sem ® Quick Start

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
and publishes RemoteApp programs.
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Select Session-based Desktop deployment, and press Next.

DESTIMATION SERVER

Select deployment scenario Quick Star slected

Before You Begin Remaote Desktop Selrvfces can be cenfigured to allow users to connect to virtual desktops, RemoteApp
programs, and session-based desktops.
Installation Type

Deployment Type ) Virtual machine-based desktop deployment

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemotelApp programs and virtual desktops.

Server Selection
ﬁ (®) Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include
published Remotelpp programs and session-based desktops.

Deployment Scenario
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It should select automatically create a server pool, and add your local server. Press Next.

Select a server

Before You Begin
Installation Type
Deployment Type

Deployment Scenario

Confirmation

DESTINATIOM SERVER
Ceuick Start selectad

The Quick Start will install the RD Connection Broker, RD Web Access, and RD Session Host role services
on the same server.

Computer

Filter: | |

4 DGLOCAL (1)
Name IP Address Operating WIN-2012R2-1

WIN-201 DG.LOCAL

<1

1 Computer(s) found 1 Computer(s) selected

o The credentials of the DGVAdDmI ount will be used to create the deployment.
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Check the Restart the destination server... box, and press Deploy.

Confirm selections

Before You Begin
Installation Type
Deployment Type
Deployment Scenario
Server Selection

Confirmat

DESTINATION SERVER
WIN-2012R2-1.DGLOCAL

To complete the installation, the destination servers must be restarted.

The following role services will be installed on the server named WIN-2012R2-1.DG.LOCAL

RD Connection Broker
RD Web Access
RD Session Host

The server will be restarted after the role services are installed. The Domain Users security
group will be added to the Remote Desktop Users security group on the server.

Restart the destination server automatically if required

-=Previuus|| Next =
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A progress screen will appear and display information on the new deployment progress. The server will
automatically restart if the deployment is successful. It may also restart one or more times during the
deployment process. After each restart, it will go back into Server Manager and post the status of the

deployment.

View progress

Add Roles and Features Wizard

The Remote Desktop Services deployment scenario is being installed.

Server Progress
Remote Desktop Services role services

WIN-2012R2-1.DG.LOCAL

Session collection

WIN-2012R2-1.DG.LOCAL

RemaoteApp programs
WIN-2012R2-1.DG.LOCAL

m
o
I
I
1]
=
i

DESTINATIOMN SERVER
WIN-2012R2-1.DG.LOCAL

Status

Pending

Pending

Pending

T
[l
i
m
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After the deployment completes successfully press Close.

View progress

Completion

DESTIMATION SERVER
Cuick Start selected

The Remote Desktop Services deployment scenario is being installed.

Server Progress
Remaote Desktop Services role services

WIN-2012R2-1.DG.LOCAL I Succeeded

Session collection

WIN-2012R2-1.DG.LOCAL I Succeeded

RemoteApp programs

WIN-2012R2-1.DG.LOCAL I Succeeded

Connect to RD Web Access: https://WIN-2012R2-1.DG.LOCAL/rdweb

| < Previous | | MNext = | Cancel

At this point, your Remote Desktop Server is setup and will allow you to make Remote Desktop connections
to this server. If you would like to access individual applications using AppLink, follow these steps:
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H
In the Server Manager Dashboard, press Remote Desktop Services in the link on the left side of the
window.

®~ Server Manager * Dashboard

Dashboard
i Local Server LEARN MORE
ii All Servers
i@l ADDs ROLES AND SERVER GROUPS
% DNS Roles:5 | Servergroups: 1 | Servers total: 1
fi File and Storage Services [ i-i-i AD DS 1
@ s
|® Remote Desktop Services [ @ Manageability
Events
Services
Performance
BPA results

® Remote Desktop
Services

@ Manageability

Events

~
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On the next window, select QuickSessionCollection, and then press the link for Publish RemoteApp Programs.

PROPERTIES
T Owverview D Properties of the collection @
i Servers Collection Type Session
s Collections Resources Remote Desktop
i-i-i User Group DG\Domain Users
£
g b
©®

REMOTEAPP PROGRAMS
Published RemoteApp programs | 0 total TAS

Remote Desktop is published for the users of the collection.

ﬁ Publish RemoteApp programs

Publishing RemoteApp programs will unpublish the Remote Deskiop.
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Select the applications you want to launch from the list that appears. If you don’t see your specific application,
then use the Add... button to browse for it. If it still does not appear, make sure the application is properly
installed on this server.

In the example here, we have selected Calculator, Paint, and Wordpad. Use the scroll bar to the right to scroll
down for more applications.

Press Next once you have selected your applications.

= Publish RemoteApp Programs == -

Select RemoteApp programs

Select the RemoteApp programs to publish to the QuickSessionCollection collection. To add a
Remaotefpp program to the list, click Add.

RemoteApp Programs

erfrmazen The RemoteApp programs are populated from WIN-2012R2-1.DG.LOCAL
[] Remotehpp Program Location
O B active Directory Administrative Ce  3£SYSTEMDRIVER\Windows\system32\dsac.exe
[ E¥Active Directory Medule for Wind  %SYSTEMDRIVEX\Windows\system32\Window...

# ZlCaleulator #SYSTEMDRIVEI\Windows\system32\calc.exe

[[] &j Defragment and Optimize Drives  %SYSTEMDRIVESS\Windows\system32\dfrgui.exe

] JIJDNS HSYSTEMDRIVERS\Windows\system32\mmc.exe
[ lgGroup Policy Management HSYSTEMDRIVESS\Windows\system32\mmc.exe
[] Siinternet Information Services (II5)  %SYSTEMDRIVES\Windows\system32\inetsnill..
[] €.iscs! Initiator HSYSTEMDRIVER\Windows\system32\iscsicple...
| ;ODBC Data Sources (32-bit) HSYSTEMDRIVESS\Windows\syswowb4\odbcad...
[[] Sp/CDBC Data Sources (64-bit) HSYSTEMDRIVESS \Windows\system32\odbead3..

# [ =4 Paint 3L CYETERANEIVESL Wi minee s dam 2 M marmaint hd
< [T ¥

Verify that the program is installed on all the RD Session Host servers in the collection.

White listing your applications is necessary to use AppLink to deploy a single application. Microsoft allows
deploying the desktop only by default.
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Verify that all of the applications you want to run are listed, and press Publish.

Confirmation

RemoteApp Programs Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.

Confirmation 3 RemoteApp programs:
RemoteApp Program Location
= Caleulator SESYSTEMDRIVESS\Windows\system32\calc.exe

i Paint SESYSTEMDRIVESS\Windows\system32\mspaint....
“WordPad %SYSTEMDRIVES\Program Files\Windows NT\...

| publish |

White Listing isn’t enough if you want the application to launch a specific file like a *.CLI, *.SCU, or *.PDF .
You need to go to the properties and allow Command Line Parameters.
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E Server Manager

«“ Collections * A

[ Overview
i Servers
[ Collections
s
i®

PROPERTIES
D Properties of the collection

Collection Type Session
Remotefpp Programs

LABDomain Users

Resources

User Group

REMOTEAPP PROGRAMS
Last refreshed on 8/8/2017 9:05:47 AM | Published RemoteApp... | TASKS ¥

RemoteApp Fﬁaglarr Name Alias Wisible in RD Web Access

calc calc Yes

Caleulator wind2calc Yes

notepad notepad  Yes

Paint mspaint  Yes

‘WordPad wordpad  Yes

HOST SERVERS

Last refreshed on 8/8/2017 11:06:04 AM | All servers | 2 total TASKS =

Filter 0 E]j‘. - v

Server Name Type Virtual Desktops  Allow New Connecticf
TM-2016-RDS-A1 RD Session Host N/A True
TM-2016-RDS-A2  RD Session Host N/A True

Manage Tools

CONNECTIONS
Last refreshed on 8/8/2017 11:02:02 AM | All ¢

Iter P

-
Server FODN Use

TM-2016-RD5-A1 lab.thinmanager.com  LAR
TM-2016-RD5-A1 lab.thinmanager.com  LAR

Highlight the whitelisted application, right click and select Edit Properties.
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& Properties - O X

notepad (A Collection)

w

R

General + Command-line Parameters
User Assignment + ) Do not allow any command-line parameters

File Type Associati... + _ .
yp “ ® Allow any command-line parameters

. By allowing this Remotelpp program to run with any command-line
parameter, your server may be vulnerable to malicious software.

() Always use the following command-line parameters

QK || Cancel || Apply

The Properties window has several properties.

Highlight Parameters to open the Command-line Parameter page.

Select Allow any command-line parameter. This will allow you to specify specific files when using AppLink.

Once you have changed the setting to allow command-line parameters select the Apply button.
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At this point, we need to now look at some of the other settings.

In the Server Manager, with Remote Desktop Services > Collections > QuickSessionCollection selected,
press on the Task drop down shown in the image below, and then select “Edit Properties”.

Server Manager

« Remote Desktop Services * Collections * QuickSessionCollection

PROPERTIES CONNE(
Owverview D Properties of the collection Last refre
Servers Collection Type Session | Edit Properties
Collections Resources Remaotefpp Programs o
User Group DG\Domain Users Server F
WIN-201
REMOTEAPP PROGRAMS
Last refreshed on 6/17/2014 4:01:04 PM | Published RemoteApp programs |... | TASKS ¥
ol @& @~
RemoteApp Program Name  Alias Visible in RD Web Access
Calculator calc Yes
Paint mspaint  Yes
WordPad wordpad  Yes
e e
I B
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If you would like to change the name of the collection to something other than QuickSessionCollection you
can do it here, and press the Apply button.

Session Collection

Show All

General
User Groups
Session
Security

+
+
+

General

The session collection name is displayed to users when they log on to RD Web Access.

Name:

Load Balancing * ACP Sample Collectior|
+

Client Settings
User Profile Disks

+

Description (opticnal):

[] Show the sessicn callection in RD Web Access
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Select the User Groups item in the menu on the left, and add the User Groups that you want to be able to
remotely connect to your server. Use the Add button, and Apply once you've finished.

Session Collection

Show All
General Specify User Groups
User Groups

Session Specify the user groups that will be associated with this session collection, Users who are

. ity members of these groups can connect to the RD Session Host servers that are members of
ecurn

this collection, and can access published RemoteApp programs.
Load Balancing \

User groups:
Client Settings e

User Profile Disks DG\Domain Users

o For a user account to have access to a RemoteApp program, the user account must
have access to both the RemoteApp program and the collection to which it is
published. Updating the user access at the collection level will not change the user
access at the RemoteApp program level.
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Select the Session item in the left menu, and make any adjustments you would like to use for your system.

D

The defaults here will work fine for ThinManager. Press Apply when complete.

Session Collection

Show All

General

User Groups

Security

Load Balancing
Client Settings
User Profile Disks

Configure Session Settings

Set RD Session Host server timeout and reconnection settings for the session collection.

End a disconnected session: | Mever |v|

Active session limit: | Mever |'|

ldle session limit: | Mever |'|

‘When a session limit is reached or a connection is broken:
(® Disconnact from the session
Enable automatic reconnection

() End the session

Temporary folder settings:
Delete temporary folders on exit

Use temporary folders per session
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Press the Security item in the Menu to the left. Make sure your settings match those shown in the image
below. Key for ThinManager clients is that you UNCHECK the Allow Connections Only from... item.

Note: Network Level Authentication (NLA) is supported in Firmware Package 7.1.3 and later. You can leave the
Allow Connections Only from... item checked.

Press Apply once finished.

= QuickSessionCollection Properties =B -

Session Collection

Show A
General + Configure security settings
User Groups +
Session + Specify the security settings from the client to the RD Session Host servers in the session

N caollection.
Secunty -

Load Balancing + Security Layer:

Client Settings + | Negotiate |v|

User Profile Disks
The most secure layer that is supported by the client will be used. If supported, S5L (TLS
1.0) will be used.

Encryption Level:

# | Client Compatible |v|

All data sent between the client and the server is protected by encryption based on the
maximurm key strength supported by the client.

[] Allow connections only from computers running Remote Desktop with Netwark Level
Authenticaticn

0K || Cancel || Apply
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Select the Client Setting item in the menu to the left. Select the items you wish to change, and press Apply.

The default settings (shown below) should work fine for you ThinManager system.

e

L
o
aQ

General
User Groups
Session
Security

Load Balancing

User Profile Disks

Session Collection

A
Al
+
+
+
+
+

Client Settings =

+

QuickSessionCollection Properties

Configure client settings

(= [= |

You can specify devices and resources on the client device that can be accessed when a

user connects to a session-based desktop.

Enable redirection for the following:
Audio and video playback
Audio recording

Smart cards

Plug and play devices

Dnives

Clipboard

Printers
Allow client printer redirection
Use the client default printing device
Use the Remote Desktop Easy Print print driver first

Monitors

o

Maximum number of redirected monitors:

| oK || Cancel |

Apply

You may now press the OK button to close the dialog box. At this point, your server is ready for ThinManager
to use it as a Remote Desktop Server (Terminal Server).
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